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Analytic, Simulation, and Empirical Evaluation of
Delay/Fault-Tolerant Mobile Sensor Networks
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Abstract—The Delay/Fault-Tolerant Mobile Sensor Network sensing units that closely adapt to human activities. Second,

(DFT-MSN) has been proposed recently for pervasive information Fig. 1 for mobile sensor§

gathering. DFT-MSN distinguishes itself from conventional sen-

sor networks by several unique characteristics such as sensor

mobility, loose connectivity, and delay/fault tolerability. This

paper focuses on the performance evaluation of DFT-MSN.

We rst introduce a queuing model by using Jackson network

theory. While the queuing model is based on a few simpli cation

assumptions for analytic tractability, it provides insights into the

tion gathering, analysis, queuing theory, transmission overhead.

1 to Sjp scattered in the Pbeld,
where onlyS; and S, S; and Sg, andSs and HES, can
communicate with each other at this moment). In addition, a
number of high-end nodes (e.g., mobile phones or personal
digital assistants with sensor interfaces) are either deployed at
strategic locations with high visiting probability or carried by
|. INTRODUCTION a subset of people, serving as thiaksto receive data from
HE recent developments in sensor technology has matiearable sensors and forward them to access points of the
it possible to gather massive information through a lowkackbone network (sedES; andHES: in Fig. 1).

cost distributed embedded sensor system. The mainstreamince the connectivity between theobilesensors in DFT-
approach is to densely deploy a large number of small ajgkN is poor, it is difecult to form a well connected mesh
inexpensive sensor nodes with low power, short range ragigtwork for data transmission. Consequently, the data delivery
to form a connected wireless mesh network. The SensorSdﬂ)tocob for conventional sensor network re|ying on end-to-
the network collaborate together to acquire the target data asihi connections simply fail in DFT-MSN. In an opportunistic
transmit them to the sink nodes [1]. This approach, howevegtwork like DFT-MSN, replication is necessary for data
may not work effectively in certa application scenarios, suchdelivery in order to achieve certain success ratio [3]. Clearly,
as Bu virus tracking, where the goal is to collect data @éplication also increases the transmission overhead. Thus an
Bu virus in the area with high human activities in order t@ffective data delivery scheme for DFT-MSN must deal with
monitor and prevent the explosion of devastating 3u, or affe trade-off between data delivery ratio/delay and overhead.
quality monitoring for tracking the average toxic gas takefith this consideration in mind, a dynamic DFT-MSN data
by people everyday. These applications share several unigifivery scheme has been proposed in [3], whose basic idea

characteristics. First, the data gatheringhisman-oriented s to dynamically tune the message redundance level with the
More specibcally, while samples can be collected at strategic

locations for Bu virus tracking or air quality monitoring, the
most accurate and effective measurement shall be taken at
the people, making it a natural approach to deploy wearable
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type of DTN-based sensor networks are static. Due to a
limited transmission range and battery power, the sensors are
loosely connected to each other and may be isolated from
the network frequently. For example, the Ad hoc Seismic
Array developed at the Center for Embedded Networked
Sensing (CENS) employs seismic stations (i.e., sensors) with
large storage space and enables store and forward of bundles
with custody transfer between intermediate hops [8]. In [9],
wireless sensor networks are deployed for habitat monitoring,
where the sensor network is accessible and controllable by the
users through the Internet. The SeNDT (Sensor Networking
with Delay Tolerance) project targets at developing a proof-
of-concept sensor network for lake water quality monitoring,
where the radio connecting sensors are mostly turned off to
save power, thus forming a loosely connected DTN network
[10]. DTN/SN focuses on the deployment of sensor networks
that are inter-operable with the Internet protocols [11]. [12]
proposes to employ the DTN architecture to mitigate commu-
nication interruptions and provide reliable data communication
across heterogeneous, failure-prone networks. (2) Network
with Managed Mobile Nodes. In the second category, mobility
is introduced to a few special nodes to improve network con-
nectivity. For example, the Data Mule approach is proposed in
[13] to collect sensor data in sparse sensor networks, where a
mobile entity called data mule receives data from the nearby
sensors, temporarily store them, and drops off the data to the
access points. This approach can substantially save the energy
consumption of the sensors as they only transmit over a short
range, and at the same time enhance the serving range of the
sensor network. (3) Network with Mobile Sensors. While all of
the above delay-tolerant sensor networks center at static sensor
nodes, there are two examples in the literature that are based
on mobile sensors. ZebraNet [14] employs the mobile sensors
to support wildlife tracking for biology research. The ZebraNet
project targets at building a position-aware and power-aware
wireless communication system. A history-based approach is
proposed for routing, which is in fact a special case of the
dynamic DFT-MSN data delivery scheme. More specifically,
each node maintains its past success rate of transmitting data
packets to the base station directly. When a sensor meets
another sensor, the former transmits data packets to the latter
if the latter has a higher success rate. This simple approach,
however, doesn’t guarantee any desired data delivery ratio.
The Shared Wireless Info-Station (SWIM) system is proposed
in [15], [16] for gathering biological information of radio-
tagged whales. It is assumed in SWIM that the sensor nodes
move randomly and thus every node has the same chance to
meet the sink. A sensor node distributes a number of copies
of a data packet to other nodes so as to reach the desired
data delivery probability. This approach is equivalent to the
optimal flooding scheme discussed in [3]. In many practical
applications, however, different nodes may have different
probabilities to reach the sink, and thus SWIM may not work
efficiently. Worst yet, some nodes may never meet the sink,
resulting in failure of data delivery in SWIM. The pioneering
work of ZebraNet and SWIM has motivated our research on
mobile sensor networks. At the same time, we observe that the
data transmission schemes employed in ZebraNet and SWIM
are based on direct contact probability between sensor and
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sink, and thus inefficient. In addition, several erasure coding
based data forwarding schemes have been proposed in [17],
[18], where the erasure coding parameters are tuned based on
the nodal delivery probability.

DTN technology has also been employed in mobile ad
hoc networks. A Context-Aware Routing (CAR) algorithm
is proposed in [19] to provide asynchronous communication
in partially-connected mobile ad hoc networks. In [20], the
authors consider highly mobile nodes that are interconnected
via wireless links. Such a network can be used as a transit
network to connect other disjoint ad-hoc networks. Five oppor-
tunistic forwarding schemes are studied and compared therein.
[21] proposes a routing protocol for intermittently-connected
mobile ad hoc networks, based on direct contact probability
between mobile nodes. A Message Ferrying (MF) approach
is proposed in [22] for sparse mobile ad hoc networks, where
network partitions can last for a significant period. The basic
idea is to introduce deterministic nodal movement and exploit
such non-randomness to help data delivery.

III. A QUEUING ANALYTIC MODEL

In this section we analyze the performance of DFT-MSN
by using a queuing model based on Jackson network. While
it is desirable to accurately analyze the data delivery scheme
discussed in Sec. II-A, this is not practical, given its complex-
ity in data transmission and queue management. Thus, for
analytic tractability, we employ a simplified network model
in this section. More specifically, we make two simplification
assumptions in delivery probability and messages fault toler-
ance, respectively. First, the delivery probability (i.e., & of
sensor 7) is assumed to be the probability that sensor ¢ meets
the sink nodes. Second, after sensor ¢ sends a message, the
fault tolerance of the message copy at sensor ¢ is set to be 1
(i.e., it will be removed from the data queue of sensor %).

We consider a cell partitioned network as described in [23].
Herein, the sensing area is divided into C' non-overlapping
cells and time is slotted so that a sensor remains in its
current cell for a time slot and potentially moves to a new
cell at the end of that slot. During a time slot, a sensor can
transmit at most one data packet to another sensor in the same
cell. If there are more than two sensors in a cell, multiple
messages may be transmitted. But only the sensor with the
highest delivery probability will receive data messages from
other sensors. Each sensor has a data queue that can contain
maximum K messages. A sensor ¢ generates data and inserts
data messages into the queue at a rate of rj.

Total NV sensors and .S sink nodes are uniformly distributed
in the C cells initially. Each sensor is associated with a home
cell and moves randomly according to power law distribu-
tion [24]. More specifically, the probability that a sensor visits
acell x is

1
A =k 4
@)=k, ) o)
where k; and (3 are the constant and the exponent of the power-
law distribution, respectively. d; (z) denotes the distance from

cell x to the home cell of sensor 7. Noting that, the probability
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to find sensor ¢ in the entire sensing area is 1, i.e.,

C
ZPi(x) =1 5)
x=1

Thus we have 1

c 1 :
szl(di(x))

We first discuss the queueing behavior of each individual
sensor. Assume that the data processing time is negligible.
Then the service time of a sensor equals the time to transmit
a data message. A message transmission occurs in two situa-
tions. First, the sensor sends a data message directly to a sink
if they collocate in the same cell. Denote ®s to be the set
of cells, where each cell contains at least one sink node. The
probability that sensor ¢ will meet a sink is:

ki = (6)

1
P (vs) = ki . 7
@)= 3 ks ™
Under the assumptions given above, & = P (®s). Second,

the sensor will forward a data message to another sensor
if they are in the same cell and the latter has the highest
delivery probability in the cell. Consider sensor ¢ in cell z,
the probability that there is at least another sensor with higher
delivery probability in that cell is 1 S HPJ-" (®)>P i(%)(l S
B, (z)). Thus the average probability that sensor ¢ will transmit

a data message in a cell is

C Pj(CDS))P i(®s)

p=PR@®)+ Y 115 ]

i

(1S B @)]P (z). (8)
zZ s

Let X denote a random variable representing the number
of moves required for sensor ¢ to successfully send out a
data message. X thus is geometrically distributed with the
parameter pj. Its mass distribution function is

fx{z=n} =S p)" 'n, ©)

and its cumulative probability distributed function is given by

n

Fe{z n} =) (1Sp) 'pi.
i=1

(10)

Note that geometric distribution is the discrete case of ex-
ponential distribution. Hence, the service time of sensor ¢
can be approximated as an exponential random variable with
parameter ;i = Sin(1S p), i.e.,

Fx{z n}=1SeH", (1)

We now discuss how to obtain the arrival rate for each
individual queue. As mentioned earlier, the arrival rate is
the combination of the self-generated message rate and the
data rate coming from other sensors. Suppose that the self-
generated messages at sensor ¢ follow Poisson distribution
with parameter r;. When sensor ¢ meets k other sensors in
a particular cell, sensor ¢ will receive data message(s) if it
has the highest delivery probability among all sensors in the
cell and there is no sink in the cell. Suppose that sensor 7
is currently in cell z. Let Q; denote the set of sensors in the
network, which have lower delivery probabilities than sensor ¢,
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and |Q;| denote the total number of sensors in Q;. Let QK(4)
denote a subset of Q; with total k£ sensors, where j is an
index ranging from 1 to (I%l). QK@) = if k > |Qi|. The
probability that there are exactly k& other sensors with lower
delivery probability than that of sensor ¢ and no additional
sensors in cell x is

()
A@=>"1 I @1 ]I

=1 m Qk@) n=in QFQ)

(1S B ()]

(12)
Given sensor 7 is in cell x and there is no sink in cell x, the
average number of data messages that sensor ¢ receives from
other sensors in cell x is
191

Bi(z) =) kx Af(x).

k=1

13)

Since a sensor will not receive any message from other sensors
if it is in the range of a sink, the average number of messages
that sensor ¢ will receive in a cell is

C
li= Y Bi(@)PR (). (14)

=€ s

Applying the Kleinrock’s approximation [25], the combined
message arrival at sensor ¢ is Poisson with an average arrival
rate of

A =1+ (15)

Therefore, each individual queue in the network is an
M/M/1/K queue. Assume a message will be dropped if the
queue of the receiver is already full. In the equilibrium state,
the probability that there are exactly ¢ K data messages in
queue ¢ is

o=y R

RTINS (16)

and the average number of data messages in the queue of
sensor ¢ is given by:

LML KRS (K +1)(,0O)K]
(i S NS ()™
By seeing our system as a network of queues and applying the

theorem of Jackson network, we arrive at the average number
of data messages in the system

N
L =ZLi.
i=1

To estimate the average time a message spending in the
system, we need to calculate the self-generating rate that
actually enter the queues. Note that when queue i is already
full, it no longer accepts any data messages. Hence, the
effective self-generating rate (of the messages that actually
enter queue i) is 7 (1 S EX). Therefore, the average delay
that a data message stays in the system is

_ L
- ZiNzlri(lé @iK).

a7

(18)

19)
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TABLE |

Since a sensor sends one message only in a time slot and a
SIMULATION RESULTS WITHDEFAULT PARAMETERS.

message is delivered successfully only when it is received by

the sink, the network-wide message delivery ratio is DFT-MSN  ZebraNet  Direct Flooding
N Transmis-
= Pi( s) sion
D =1 : (20)  Delvery 89 55.6 426 206
i=1 Ti ratio (%)
Average 9.8 2.7 1 1292

To validate the analytic model, we have also performed gpjes
simple stand-alone simulations based on the simplibed asfor each
sumptions d|scuss¢d above. In the §|mulat|on, we d|V|de2"VZSrzzgee o811 1700 3307 1180
the sensing area intd0 x 10 cells with the number of  gepay (s)
mobile sensors ranging fror@ to 20. Initially the sensors
are randomly and uniformly distributed over the sensing area.

Each sensor is assigned a home cell that is the brst cell it

lands on. These sensors roam around the sensing area Wi@%ds m/s . Whenever a node reaches the boundary of its
the simulation time 0f50000time units. The movement of .o it moves out with a probability 0% and bounces back
the sensors follows power law distribution with the exponewith a probability 0f80% After entering a new cell, the sensor

:_ 1.5. We assume all sensors have the same queue %‘éﬁeats the above process. However, if it reaches the boundary
K =200 and the_same self-generatmg mes_sagerrgt@.oa to its home cell, it returns to its home cell with a probability
For each simulation setup, werrthe simulation 40 times and ¢ 19004 Each sensor has a maximum transmission range of
average th_e collected results. The resm_JIts of average qu§i&y, and a maximum queue size of 200 messages. The data
size, queuing delay, and message delivery ratio are showtheration of each sensor follows a Poisson process with an

in Figs. 2. As can be seen from the bgures, the simulatigerage arrival interval cf00's. Each data message has 200
and analytic results are close and show the same trend. The channel bandwidth is Ibps The fault tolerance
more sensors being deployed, a node has better Chanc?hFQshold is set to be = 0 8.

meet other sensors for data transmission, resulting in smaller h il qf h i he di
average queue size and faster delivery, as depicted in Frjrg\.N? avehlmp er:nente our lsc emes, l.e., the direct trans(;
2(a) and Fig. 2(b), respectiyelMeanwhile, both analytic and MiSSion (where the sensor only transmits its own generate

simulation results show that delivery ratio keeps constant Wiﬂ"f‘ta to the sink dire<_:tly),_ th_e simple_ Rooding, the ZebraNet ap-
the increase of node density, as shown in Fig. 2(c). This ﬁ)goach (based on historic information) [14], and the proposed

reasonable because the bottleneck is now at the sink nod%ET'MSN dynamic data delivery approach. Note that results

More specibcally, although a higher node density increasdsSW!M are not included here for comparison, because it
the chance that a node transmits to other nodes, it also Byd!nder the assumption that all mobile nodes have the same
the queue of the receiver faster, incurring higher messd obability to meet the sink nodeAs a result, its performance
dropping rate at the receiver, especially at the nodes near gdnuch Iowgr than other schemes In our 5|mulated_ envi-
sinks. This observation can be also explained by Equation (2f3NMent. A simple acknowledgement is incorporated in the
where delivery ratio is approximated as the total sink serviéePraNet and DFT-MSN, accordjrto the delete-list scheme
rate divided by the total message generating rate. Apparengy,cussed in [14]. We Prst compare the performance of the
changing sensor node density only will not affect this rati ur schemes under the default parameters. The results are
from a statistic perspective. The difference between simulatiBffSented in Table I. As we caee, the DFT-MSN approach

and analysis is mainly due to the approximation of messa 8s the highest delivery ratio of 89%. The Booding approach
arrival and service rates for analytic tractability. erforms worst in terms of delivery ratio, because it generates

too many message copies and thus results in frequent buffer
overl3ow. We also observe that the ZebraNet approach can
only deliver messages generated by the nodes close to the
The above analytic model isabed on a few simplipPcationsinks, while the messages generated by the nodes far away
assumptions for analytic tractability. To evaluate DFT-MSNKrom the sinks are likely to be dropped, as shown in Fig. 3.
under realistic environment, we have nullibed those simplifFhis problem stems from its hierarchy level updating policy
cation assumptions and carried out extensive simulations. Thieere a nodeOs hierarchy level calculated according to
simulation environment and default parameters are descrilied probability that it can reach the sinks directly. For those
below. Three sink nodes and 100 sensor nodes are randosdysors never reachable to the sink nodes, their data message
deployed in an area 0200x 200 m?. The whole area is are just randomly transmitted around, resulting in very low
divided into 25 non-overlapped cells, each with an area dé€livery probability. In contrast, the DFT-MSN approach can
40x 40 m2. A sensor node initially resides in its home celldeliver most of the messages even if they are far away from
which is random chosen among the 25 cells in our simulatiafie sink nodes. In addition to the delivery ratio, we are also
It moves within the simulatedrea according to the following interested in data delivery delay and overhead. As shown
pattern: it continuously moves for a random period of time in Table I, the direct transmission approach has the lowest
(between 0 and 60 seconds), and then stays there for anoth@rhead (i.e., the average number of transmissions for each
random period of timés (between 0 and 120 seconds) beformessage) but longest delay, since a sensor always transmits
moving again. The nodal speed is randomly chosen betwedata messages to the sink directly. On the other hand, the

IV. SIMULATION RESULTS
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(a) Average queue size. (b) Average queuing delay. (c) Average message delivery ratio.

Fig. 2. Comparison between analytic and simulation results.

Clearly, the direct transmission approach suffers from the
longest delay since messages can be delivered only when the
source node meets the sink. Energy consumption of the sensot
is due mainly to data transmission. Thus, the more duplicated
copies generated, the higher the energy consumption. As
depicted in Fig. 4(c), the number of message copies in direct
transmission is always 1, since a sensor always transmits data
messages to the sink directly. The results of Rooding are not
shown here, because it generates excessive copies which ar
several orders of magnitude higher than those of other ap-
proaches. The duplicated message number decreases in DFT
MSN schemes with the increase of sink nhode number, largely
due to its effective overheadontrol. Meanwhile, because
DFT-MSN delivers many messages generated by nodes far
away from the sink nodes, it has a longer average delivery
delay than ZebraNet.

The impact of the maximum queue length is shown in
rﬁlg 5(a). With an increase in maximum queue length, the de-
livery ratio increases for allgproaches because the messages
can then stay in the memory for a longer time before they
Rooding approach has highest overhead but shortest delayaé dropped. It is also noticed that the DFT-MSN approach
DFT-MSN, the messages generated far away from the sirighieves higher gain than othgroaches with the increase of
need to be relayed many timéefore they reach the sinkqueue size. Fig. 5(b) depicts the impact of nodal moving speed.
nodes, and thus resulting in higher average overhead a#ithe speed increases, the el ratios of all approaches
longer average delay than the ZebraNet, which can only dée, except the Booding approach. This is reasonable since
liver the messages generated near the sink nodes as discuti#dode with a higher speed has a better opportunity to meet
above. other nodes and aldtas higher probabilities to reach the sink

We also vary several parameters to observe their impactsfgifles. In the Booding approach, however, the nodes may make
the performance. Fig. 4 compares the performance of differénere copies for each message, resulting in much more buffer
approaches by varying the number of sink nodes. As expectederows and, consequently, lower delivery ratio. Fig. 5(c)
the proposed DFT-MSN approach always has a higher delivéfystrates the impact of node density by varying the total
ratio than other approaches, especially when a small numbpgimber of sensor nodes in the network. As we can see, the
of sinks are deployed (see Fig. 4(a)). With a large number @glivery ratio increases slightly in DFT-MSN and ZebraNet
sinks, the DFT-MSN approach, the ZebraNet approach, abgcause more nodes can help relaying the messages. The nod
the direct transmission approach all yield good results. Tti€nsity doesnOt have signipcant impact on direct transmission
is reasonable because the sensors then have high probabiliRgause the probability that a sensor meets the sinks remains
to reach the sink nodes, thus resulting in high delivery rattbe same. The delivery ratio of Rooding decreases because
close t0100% Fig. 4(b) demonstrates that the average del&@uch more copies are generated for each message and thu:
of every approach decreases with more sink nodes deployedriare overRows may happen, especially for those nodes close
the network. Although the Rooding approach has the smallégtthe sinks.
message delivery delay, its delivery ratio is very low. In Though the results are not shown here, we have also ana-
addition, as discussed abovée the ZebraNet scheme carlyzed the impacts of the aforemi@omed parameters on average
only deliver the messages generated by nodes near the sinkdelty and overhead. With the increase of maximum queue
has a shorter average delivery delay than DFT-MSN approaldngth, the average overhead and delay in the proposed DFT-

Fig. 3. The comparison of generating possitions of the successfully delive
messages.
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Fig. 4. Impact of the number of sink nodes.
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Fig. 5. Performance comparison by varying other parameters.

MSN scheme increase, since more messages can reside in the
queue before being dropped. Similarly, the average delivery
delay in ZebraNet also increases due to the same reason. When
increasing the nodal speed, we notice that the transmission
overhead decreases in DFT-MSN, but increases in ZebraNet.
This is reasonable since in the DFT-MSN approach, the
messages can be delivered with fewer hops and duplications
when nodal speed is high. However, in the ZebraNet approach,
more copies are generated because the source node meets
more neighbors before the message is delivered to the sink.
With higher nodal density, the ZebraNet approach delivers the
messages more aggressively, thus producing more overhead. In
contrast, the DFT-MSN scheme has very steady performance,
exhibiting desirable scalability.

/** Debne the message header. **/
typedef strudt

unitl6t sourceaddress;

unitl6t seqencenumber;

unitlét counter;

Boat faulttolerance;
}MessageHeader;

/** Debne the message. **/
typedef strudt
MessageHeader messageeader;
unit8 t datal MAX DATA SIZE];
}Message;

V. TESTBEDIMPLEMENTATION AND EXPERIMENTS Fig. 6. Message Format.

In order to demonstrate DFT-MSN, we have built a testbed
by using Xbow MICA2 sensors [26] for monitoring the noise
level in the library. a) Mobile Sensor.:A mobile sensor has three functions:
collecting information and generating data messages, trans-
mitting or relaying data messages, and recording necessary
information for performance evaluation. In order to reduce

A MICA2 sensor node has a 4-MHz, 8-bit Atmel micro-energy consumption, a sensor only wakes up periodically for
processor and 512 KB of non-volatile Rash memory that calata acquisition and transmission. We employ two timers,
be used for data logging. Its radio bandwidth is 38.4 Kbuadamely sensing-timer and transmission-timer, to control sen-
The testbed runs TinyOS 1.1.0 operating system. There amOs activities. The former controls the sensorOs sensing a
two types of nodes in our testbed, namely mobile sensors divity. When sensing-timer expires, the mobile sensor samples
sink node. Their functions and implementations are discussbé current noise level and generates a data message. The
below. format of the data message is illustrated in Fig. 6. When a

A. Testbed Implementation






