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Abstract

In this paper, we present a methodology to ana-
lyze the impact of KDD technology on database
security. Our methodology consists of several
steps that make up a new data analysis pro-
cess that we call Knowledge Hiding in Databases
(KHD) that is analogous to KDD. The specific
contributions of this paper include a description
of the steps of the KHD process, and a compar-
ison of KHD and KDD.
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1 Introduction

Nowadays companies and organizations frequently

use KDD technology to analyze their stored data
to discover valuable patterns or rules that can
help them maintain their competitive edge. Re-
cently, researchers within the information se-
curity community have begun to examine the
impact of this technology on database security
(2,3,4,5,7,8].

Chris Clifton and Don Marks are two of a
small number of researchers who have exam-
ined this issue [4]. In their paper, Security and
Privacy Implications of Data Mining, Clifton
and Marks outline several general strategies de-
signed to eliminate or reduce the security threat
presented by this new technology. Their pro-
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posed strategies include allowing users access
to only a subset of data, altering existing data
or introducing additional (spurious) data. They
contend that the application of such policies is
most effective in the context of specific learning
tasks. These tasks include classification, esti-
mation, clustering, characterization, and asso-
ciation. Of special interest are the classification
learning tasks, which have the potential to dis-
close sensitive information whenever a database
contains both sensitive and non-sensitive data;
and, association learning tasks, which have the
potential to disclose sensitive associations among
stored data items.

In this paper, we present a methodology to
analyze the impact of KDD technology on database
security. Our methodology consists of several
steps that make up a new data analysis pro-
cess that we call Knowledge Hiding in Databases
(KHD) that is analogous to KDD. The goal of
KHD, in contrast to KDD, is the non-trivial
hiding of potentially sensitive knowledge in data.
The rest of this paper is organized as follows.
Section 2 presents two examples to illustrate
the security threat presented by KDD technol-
ogy. Section 3 presents a general overview of
KHD, while Section 4 compares and contrasts
KHD with KDD. Finally, Section 5 presents the
conclusions and discusses some future research
projects.



2 Motivating Examples

We present two small examples to illustrate the
security threat posed by KDD technology. Specif-
ically, the examples are designed to illustrate
the security threat posed by classification

and association mining algorithms.

2.1 Classification Mining

Suppose the car company that owns the data
in Table-1 has implemented the following secu-
rity policy: ”junior engineers may not access
the mileage class of pre-production cars”. This
policy might be the result of company officials
attempting to reduce the chance that someone
outside the company will learn the mileage class
of a newly designed car. As a result, company
officials have concealed from junior engineers
the mileage value associated with tuples T15,
T16 and T17. In this scenario, the Mile at-
tribute is referred to as the protected attribute
since it contains the protected data elements
(or attribute values) in its domain; and, the
attributes Id, Fuel, Cyl, Pow, Tran, and Pro
are referred to as non-protected attributes since
they contain no protected data elements in their
domain. The tuples T15, T16 and T17 are re-
ferred to as protected tuples since they contain a
protected data element. The security risk pre-
sented in this example is the extent to which
the voluntarily released data facilitates the vio-
lation of a security policy relative to a protected
mileage value. The disclosure of that infor-
mation can be achieved through the process of
solving a classification problem. In other words,
a junior engineer may be able to correctly infer
a protected mileage value through the applica-
tion of a classification mining algorithm to the
data shown in Table-2. Specifically, tuples T1
through T14 represent the training set available
to a junior engineer to create a classification
model that allows for the assignment of a Mile
label to the protected tuples T15 through T17.

Id [ Fuel | Cyl [ Pow [ Tran | Pro | Mile |

T1 | efi 4 high | manu | y med
T2 | efi 6 high | manu | y med
T3 | 2-bbl | 6 high | auto |y low
T4 | efi 6 med | manu | y med
T5 | efi 4 high | manu | y high
T6 | 2-bbl | 4 med | manu |y high
T7 | efi 6 high | auto |y low
T8 | efi 6 med | manu | y low
T9 | efi 4 med | auto |y med
T10 | 2-bbl | 4 high | manu | y high
T11 | efi 4 med | manu | y med
T12 | efi 4 high | auto |y high
T13 | 2-bbl | 4 low | manu |y high
T14 | efi 6 high | auto |y med
T15 | 2-bbl | 4 high | auto | n high
T16 | efi 6 med | auto | n low
T17 | 2-bbl | 4 low |auto |n med

Table 1: Car Data.

2.2 Association Mining

Association mining, like classification mining,
also poses a threat to database security. To
illustrate, consider the data shown in Tables
-3 and -4. Suppose that each transaction in
Table-3 corresponds to items purchased at a lo-
cal health store. The Cust-Id data is obtained
from loyalty cards that the health store offers
to its customers. To acquire a loyalty card a
customer fills out a form that includes such per-
sonal information as name and home address. A
loyalty card benefits customers by making them
eligible for a discount on purchased items. The
security threat presented in this example is the
extent to which the collected data facilitates the
identification of individuals with specific health
conditions. For example, a store employee could
construct a set of syntactic constraints to iden-
tify transactions from Table-3 associated with
a particular health condition. After which, the
employee could apply an association mining al-
gorithm, along with the constraints, to iden-
tify individual customers from Table-4 associ-
ated with the targeted health condition.



Id | Fuel | Cyl | Pow | Tran | Pro | Mile |

T1 | efi 4 high | manu | yes | med
T2 | efi 6 high | manu | yes | med
T3 | 2-bbl | 6 high | auto | yes | low
T4 | efi 6 med | manu | yes | med
T | efi 4 high | manu | yes | high
T6 | 2-bbl | 4 med | manu | yes | high
T7 | efi 6 high | auto | yes | low
T8 | efi 6 med | manu | yes | low
T9 | efi 4 med | auto | yes | med
T10 | 2-bbl | 4 high | manu | yes | high
T11 | efi 4 med | manu | yes | med
T12 | efi 4 high | auto | yes | high
T13 | 2-bbl | 4 low | manu | yes | high
T14 | efi 6 high | auto | yes | med
T15 | 2-bbl | 4 high | auto | no | null
T16 | efi 6 med | auto | no | null
T17 | 2-bbl | 4 low | auto | no | null

Table 2: Data Available to a Junior Engineer.
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Table 3: Health Store Transaction Data.

The two examples in this section motivate
the need to develop a general methodology to
analyze the security threats presented by KDD
technology.

3 KHD Methodology

As mentioned in the introduction, the goal of
Knowledge Hiding in Databases (KHD) is the
non-trivial hiding of potentially sensitive knowl-
edge in data. We define the term 'non-trivial’ to
imply that knowledge is concealed in a manner
that maximizes the amount of released data and
maintains, to the greatest extent possible, the
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Table 4: Health Store Customer Data.

integrity of the data. In this context, data in-
tegrity ensures the extraction of accurate knowl-
edge from parts of the data that are legitimately
available. The inputs into the KHD process are
a set of security constraints that must be satis-
fied and a collection of data D; and, the output
is a collection of data D', derived from D, that
satisfies the given security constraints.

3.1 Risk Assessment of Unauthorized
Inference

It is possible to view the KDD security threat
in terms of the expected occurrence of an unau-
thorized inference. In general, an unauthorized
inference occurs when a set of data items, X,
can be used to obtain information, Y, through
the application of a function f [1]. With respect
to KDD, the function f represents the decision
rule(s) derived through the application of a data
mining algorithm to the items X. We can cat-
egorize such functions, or inferences, into two
board groups. Those that produce directed in-
ferences and those that produce undirected in-
ferences. From an adversary’s point of view, the
former type of inference results in the discovery
of a specifically targeted collection of sensitive
knowledge; while, the latter type of inference re-
sults in the discovery of an arbitrary collection
of sensitive knowledge. Thus, an adversary may
use KDD technology to obtain either a specifi-
cally targeted or arbitrary collection of sensitive
knowledge.

Clifton [5] has proposed an approach to pre-
vent an accurate undirected inference. His ap-
proach is based on the relationship between the
sample size of the released (non-protected) data
and the likelihood that the discovered rules from
the sample are correct. The size of the released



sample is dependent upon two parameters, €
and d, as defined in the following security pol-
icy, here is a sample you may mine, but you
can expect any result you get will be wrong €%
of the time with probability §, no matter how
good your data mining is. The strength of this
approach is that the security guarantee applies
broadly to any type of knowledge that can be
derived. However, this strength is also a disad-
vantage in that it prevents accurate mining of
legitimately available data.

There are two general strategies for assessing
the security threat of a directed inference. One
strategy is to assess the threat based on individ-
ual data mining algorithms. Then, based on the
results from several selected algorithms, a deci-
sion can be made with regards to the threat. An
alternative strategy is to make a generic assess-
ment that is independent of a specific mining al-
gorithm. This particular strategy has a number
of potential advantages over the former. These
include:

e Producing security policies that are ap-
plicable to a general set of mining algo-
rithms.

¢ Providing insight on how to close an unau-
thorized inference channel.

¢ Reducing the overall time complexity of
the assessment process.

Unfortunately a completely generic assessment
especially in the context of classification mining
algorithms is, in all likelihood, an impossibil-
ity as a result of variations among algorithms.
However, such an assessment becomes feasible
when the scope of the evaluation is limited to
a specific group of mining algorithms or cer-
tain restrictions are placed on the domain of the
given attributes. The realization of the former
condition requires partitioning algorithms into
groups whose members possess a common set of
properties related to their security assessment.

3.2 The KHD Process

In general, KHD is an iterative process consist-
ing of the following five steps:

e Identify Sensitive Information

e Identify Data Mining Algorithms
e Formulate Security Policies

e Risk Assessment

e Sanitize Data

We define the KHD process in terms of both
a directed and undirected inference assessment.
That is, we mean an assessment of the security
risk assuming a directed and an undirected in-
ference is to be performed, respectively. The
process of performing an undirected inference
assessment consists of only the last two steps,
risk assessment and sanitizing data. There is no
need to identify sensitive knowledge nor to for-
mulate security polices since the objective is to
prevent all accurate knowledge discovery tasks.
In contrast, a directed inference assessment re-
quires successful completion of all five steps.

The first step is to identify the sensitive knowl-
edge that needs to be concealed within the data.
For example, the statements ”junior engineers
may not have knowledge of pre-production cars”
and ”store employees may not have knowledge
of individual customers suffering from sensitive
health conditions”, represent knowledge that an
organization may wish to conceal. The identi-
fication of sensitive knowledge is an important
task since the resulting analysis will only be as
complete as the identified knowledge. In gen-
eral, such knowledge is derived from an organi-
zation’s stated security policies and its collected
data. The second step is to match the knowl-
edge identified in the first step with data mining
algorithms that are capable of discovering it.
For example, the directed inferences related to
?pre-production mileage” and ”sensitive health
conditions” could be discovered through the ap-
plication of a classification and association min-
ing algorithm, respectively. Of course, if there



does not exist a data mining algorithm that is
capable of discovering some piece of knowledge
K, then K is concealed within the data.

The third step is to translate the sensitive
knowledge identified in the first step into secu-
rity policies that can be evaluated against the
collected data. The structure of the policies will
depend, in large part, on the classes of data
mining algorithms identified in the second step.
For example, the security policy corresponding
to ”pre-production mileage” might be defined
in terms of an upper bound on the predicted
accuracy of assigning the correct class label to
tuples T15, T16, and T17 in Table-2. Similarly,
the security policy corresponding to ”sensitive
health conditions” might be defined in terms of
an upper bound on the confidence level of asso-
ciation rules of the form ” Cust-Id = Sensitive
Health Condition” derived from Table-3.

The fourth step is to evaluate the formulated
policies against the collected data to discover
if there are security policy violations. If it is
determined that there will be violations, then
it is necessary to sanitize the data in order to
conceal, or hide, the sensitive knowledge. In
general, sanitizing the data involves altering ex-
isting data, concealing existing data, or intro-
ducing additional (spurious) data. The specific
manner in which data are modified is depen-
dent upon several factors including, the data
mining algorithms identified in the second step,
the need to maximize the amount of released
data, and the need to maintain the integrity of
the data. A subtle, but significant, issue is that
in some instances the act of sanitizing the data
may affect the fundamental behavior of the tar-
geted data mining algorithms.

4 KHD: The Other Side of KDD

Despite having different goals, KHD and KDD
share some basic properties. Both processes an-
alyze a collection of data for its information
content. KDD tries to discover knowledge of
interest by incorporating various robust heuris-
tics; while, KHD tries to discover knowledge of

interest and at the same time enforcing security
policies for sensitive knowledge (in spite of the
robustness of the data mining algorithm).

Both KDD and KHD represent iterative pro-
cesses in which individual steps may be repeated
multiple times throughout the process. In addi-
tion, there exist a correspondence between indi-
vidual steps. For instance, both processes begin
with an information requirement, include a dis-
covery phase, and terminate with a reporting
phase. The reporting phase, in the context of
KHD, includes communicating to the security
analyst the results from the risk assessment and
sanitization phases. Finally, with respect to di-
rected KDD, the user may provide ”inclusive”
templates to influence the knowledge discovery
process [9]. The concept of templates also exists
in the context of KHD. In the latter case, the
templates represent knowledge for which the re-
ported accuracy should be relatively low. We
are currently developing a security assessment
tool for use with association mining algorithms
that utilizes inclusive templates.

5 Conclusion and Future Work

In this paper, we proposed a new process of data
analysis called Knowledge Hiding in Databases
(KHD) that is analogous to KDD. The goal of
KHD is the non-trivial hiding of knowledge in
data to prevent the occurrence of unauthorized
directed or undirected inferences. From an ad-
versary’s point of view, the former type of in-
ference results in the discovery of a specifically
targeted collection of sensitive knowledge and
the latter type of inference results in the discov-
ery of an arbitrary collection of sensitive knowl-
edge. Despite having different goals, KHD and
KDD share some basic properties. Both pro-
cesses analyze a collection of data for its infor-
mation content. KDD tries to discover knowl-
edge of interest by incorporating various robust
heuristics; while, KHD tries to discover knowl-
edge of interest and at the same time enforcing
security policies for sensitive knowledge. KHD,
like KDD, is an iterative process that consist of



a sequence of steps. These steps include, identi-
fication of sensitive knowledge and data mining
algorithms, formulation of security policies, risk
assessment, and sanitizing data.

There are many potential research issues with
respect to this challenging research area. The
issues include development of formal methods
to identify sensitive knowledge, and the devel-
opment of additional security policies and risk

assessment procedures for both classification and

association mining algorithms.
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