











Discovery of sensitive
information

Discovery of customers
suffering from sensitive
health conditions

Discovery of items in large
purchases

Discovery of customers
suffering from depression

Discovery of customers
suffering from AIDS

Discovery of items occuring
with purchases of $25.00
or more

CUST_ID item

with depression
items

CUST_ID item
with AIDS
items

Items with
LAR_PUR
item




Sensitive Ailment

OR
Depression AIDS

AND AND
St. Johns-Wort Ginkgo-Biloba Cats-Claw Maitake




TYPE 1. Specific Item > Specific Item

TYPE 2: Specific Item > Any ltem

TYPE 3: Any Item > Specific Item

TYPE 4: Specific Item > Any Subset of Items
TYPE 5: Any Subset of Items > Specific Item
TYPE 6: Specific Item > Specific Concept

TYPE 7: Specific Concept > Specific Item

TYPE 8: Any Item > Specific Concept

TYPE 9: Specific Concept > Any Item

TYPE 10: Any Subset of Items > Specific Concept
TYPE 11: Specific Concept > Any Subset of Items
TYPE 12: Specific Concept > Specific Concept

TYPE 6: CUST_ID > Depression
TYPEG6: CUST_ID > AIDS
TYPE 5: Any Subset of tems > LAR_PUR

For each template T

Expand T into association rules

For each association rule A
Compute support(A)
Compute confidence(A)
Compute improvement(A)
Output rule to file and indicate if
violation of security policy




11
11
15
12
16

> 12
>13&14
> 16
>|7 & 16
>12&11




Support:

// Number of items to modify

N = #(LHSRHS) (threshold_support * num_transactions) + 1
Randomly select N transactions from the database that satisfy
the expression (LHSRHS)

For each selected transaction

select a RHS item and alter its value

Confidence

// Number of items to modify
N = (#(LHSRHS) (threshold_confidence * #(LHS)) + 1
Randomly select N transactions from the database that satisfy
the expression (LHSRHS)
For each selected transaction

select a RHS item and alter its value

Improvement

// Number of items to modify

LHSRHS_temp = #(LHSRHS)

RHS_temp = #(RHS)

done = false

while (('done) & (LHSRHS_ temp > 0))
diff = (LHSRHS_temp * num_transactions) (#(LHS) * RHS_temp)
if (diff > Q)

LHSRHS temp = LHSRHS temp 1
RHS temp =RHS temp 1

else
done = true

N =#LHSRHS LHSRHS_temp

Randomly select N transactions from the database that satisfy
the expression (LHSRHS)

For each selected transaction
select a RHS item and alter its value




CASEI:

Support: data integrity maintained
Confidence: data integrity maintained

CASE Il

Support: [(#(X & Y) / num_transactions)*100, ((#(X & Y)+P_MAX(X))/num_transactions)*100]
Confidence: [(#(X & Y) / (#(X)+P_MAX(X)))*100, ((#(X & Y)+P_MAX(X))/(#(X)+P_MAX(X)))*100]

CASE Il

Support: [(#(X & Y)/num_transactions)*100, ((#(X & Y)+P_MAX(Y))/num_transactions)*100]
Confidence: [(#(X & Y)/#(X))*100, ((#(X & Y)+P_MAX(Y))/#(X))*100]

CASE IV:

Support: [(#(X & Y)/num_transactions)*100, ((#(X & Y)+P_MAX(X,Y))/num_transactions)*100]
Confidence: [(#(X & Y)/(#(X)+P_MAX(X)))*100, ((#(X & Y)+P_MAX(X,Y))/#(X))*100]
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TYPE 5: CUST_ID > DEPRESSION C:0.5S:1.0
TYPE 5: CUST_ID > AIDS C:05S:1.0




SENSITIVE AILMENT

/)R\
DEPRESSION

R OR
(BABCHIAND (151 £\ OR™NOR(GINKGO_BILOBA
(PLUE_COW MAITKE) AND AND
AND GINGER)
(PLUE_COW  (ST_JOHNS_WORT THISTLE)
BABCH) ' AnD AND (ST_JOHNS_WORT
MAITKE) BABCHI) AND (KAVA
KAVA) AND

GINKGO_BILOBA)

CUST_ID ='001'
CUST_ID ='005'
CUST_ID = '016'
CUST_ID = '016'
CUST_ID ='016'
CUST_ID ='019'
CUST_ID ='001'
CUST_ID ='001"
CUST_ID = 014'
CUST_ID = '014'
CUST_ID = '015'
CUST_ID ='022'
CUST_ID = '022'

> ST_JOHNS_WORT =1 AND KAVA =1

> ST_JOHNS_WORT =1 AND KAVA =1

> ST_JOHNS_WORT =1 AND KAVA =1
> KAVA = 1 AND GINKGO_BILOBA =1

> GINKGO_BILOBA =1 AND THISTLE =1
> ST_JOHNS_WORT =1 AND KAVA =1

> PLUE_COW =1 AND BABCHI =1

> ST_JOHNS_WORT =1 AND BABCHI =1
> PLUE_COW =1 AND MAITKE =1

> ST_JOHNS_WORT =1 AND BABCHI =1
> BABCHI = 1 AND MAITKE =1

> ST_JOHNS_WORT =1 AND BABCHI =1
> BABCHI =1 AND MAITKE = 1







