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TYPE�1:    Specific Item �> Specific Item
TYPE�2:    Specific Item �> Any Item
TYPE�3:    Any Item �>  Specific Item
TYPE�4:    Specific Item �> Any Subset of Items
TYPE�5:    Any Subset of Items �> Specific Item
TYPE�6:    Specific Item �> Specific Concept
TYPE�7:    Specific Concept �> Specific Item
TYPE�8:    Any Item �> Specific Concept
TYPE�9:    Specific Concept �> Any Item
TYPE�10:  Any Subset of Items �> Specific Concept
TYPE�11:   Specific Concept �> Any Subset of Items
TYPE�12:   Specific Concept �> Specific Concept
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TYPE�6:   CUST_ID �> Depression
TYPE�6:   CUST_ID �> AIDS
TYPE�5:   Any Subset of Items �> LAR_PUR
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For each template T
    Expand T into association rules
    For each association rule A
        Compute support(A)
        Compute confidence(A)
        Compute improvement(A)
        Output rule to file and indicate if
        violation of security policy
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I1 �> I2

I5 �> I6
I1 �> I3 & I4

I2 �> I7 & I6
I6 �> I2 & I1

Žz%(,"6&+-'?h




”P“ptF}/�z^&��!�#&8('�U

8('����F0Š�"$&'W��3u02A&'�%902'�!���%($‰02A&'��-'T0p%(�—%($& �8(6&�&'��‰%($�'��� BAO+-6&8('����

@

U�Ž��"+�'_^&��!�#&8('�X.02A&'��-'T0p��3•%902'�!���X

�

t

Å

Xwt•h��7Xw%(�L�E”P“ptF}��W%902A<+-'��-#S'� T0]02�
02A&'O���-�-�� �%r�102%(�"$M+-6&8('��>%($GŽz%(,"6&+-'_Q•h[U�n�A&'� ��"$& �'���8(!�'�$.0L��3

%902'�!��`t

Å

��$&��t•hO34+-�"!‹02A&'R���10B��J����-'R,"6���+2��$.02'�'��Z02A��10>��8(8z+-6&8('��Z%($MŽz%(,"6&+-'_Q•h�A���I"'‰/�'�+-�)�-6&#&#S�"+F0�X

 ��"$[s��&'�$& �'`��$&�‰%(!�#&+-��I"'�!�'�$.0�Uzn�A&%(�Š��#&#&+-�.�� BAR02�>�2��$&%902%(/�%($&,Z���10B�Z!O��%($.0B��%($&�w02A&'W%($.02'�,"+-%90\�]��3S02A&'

���10B���-%($& �'K02A&'KI���8(6&'��?��3Š%($&�&%9I�%(�&6���8w%902'�!��?��+-'K$&��0L��8902'�+-'��•ULn�A&'R�-%(,"$&%9s� ���$& �'R��3—�WA&%( BAM%(�`02A��10

��$.� 0"$&�"$�Q\�-'�$&�-%902%9I"' 0E���-�-�� �%r�102%(�"$�+-6&8('R�&%(�- ���I"'�+-'��<34+-�"! 02A&'‰�2��$&%902%(/�'��M���10B���W%(8(8zA���I"'‰02A&'‰�2��!�'

!�'����-6&+-'��M8('TI"'�8���3Š�-6&#&#S�"+F0�X� ��"$[s��&'�$& �'���$&�M%(!�#&+-��I"'�!�'�$.0L���Z�W%902A�+-'��-#S'� T0>02�)02A&'R6&$&�2��$&%902%(/�'��

���10B�[U

v

$<��8902'�+-$��102%9I"'R��#&#&+-�.�� BAM%(�Z02�)�-'�8('� T02%9I"'�89�P!����&%93•�E �'�+F0B��%($�%902'�! I���8(6&'��‰b i�X

Å

d1lmU �G'‰A���I"'‰�&'_Q

I"'�8(�"#S'��H02A&+-'�'L�-'�#���+2�102']#&+-�� �'��&6&+-'��`�&'��-%(,"$&'��H02�O+-'��&6& �'K��$E���-�-�� �%r�102%(�"$
+-6&8('�› ��8('TI"'�8���3a�-6&#&#S�"+F0�X

 ��"$[s��&'�$& �'���$&�<%(!�#&+-��I"'�!�'�$.0>02�H'�$&�-6&+-'�02A��10>02A&'�+-'‰%(�>$&�
I�%(�"8r�102%(�"$P��3�#S�"8(%( T�"U‰n�A&'��&'TI"'�8(�"#S'��

#&+-�� �'��&6&+-'�����+-'��"6[028(%($&'��‰%($OŽz%(,"6&+-'_QFi?��$&�OŽz%(,"6&+-'_Q•j[Uzt\$O'��� BAO#&+-�� �'��&6&+-'�X�02A&'�#&+-%(!O��+F�K�F02'�#O%(�—02A&'

�&'T02'�+-!�%($��102%(�"$���3Š02A&'‰$76&!KJS'�+>��3p%902'�! I���8(6&'���X��ZX•02A��10>!K6&�F0LJS'‰!����&%9s�'���%($M�"+-�&'�+?02�H�� BA&%('TI"'

02A&'W�&'��-%(+-'����"6[02 ��"!�'�Uanw�L ���8( �6&8r�102'p02A&%(�—576���$.02%90\�"X.02A&'W,"%9I"'�$O���-�-�� �%r�102%(�"$R+-6&8('�%(�—#���+F02%902%(�"$&'��R%($.02�

02A&+-'�']#���+F02��Xu%902��8('T3•0FQ\A���$&�E�-%(�&')  ��šZ}&¡_XY%902�`+-%(,"A.0FQ\A���$&�H�-%(�&') „V�šZ}&¡���$&�H02A&'K8(�","%( ���8• ��"$’ž-6&$& T02%(�"$

��3�%902�`8('T3•0FQ\A���$&�E�-%(�&'K��$&�P+-%(,"A.0FQ\A���$&�E�-%(�&')  ��šZ}[V�šZ}&¡_USt\$�Žz%(,"6&+-'_QFi‰��$&��Žz%(,"6&+-'_Q•j[X�02A&']�F��!KJS�"8(�

	
  ��šZ}&¡_X

	
 „V�šZ}&¡a��$&�

	
  ��šZ}[V�šZ}&¡z�&'�$&��02'�02A&'�$76&!KJS'�+���3S02+2��$&�2�� T02%(�"$&�z02A��10—�2�102%(�F3•�]02A&'�+-6&8('�› �

��šZ}SX�V�šZ})��$&� ��šZ}[V�šZ}SX&+-'��-#S'� T02%9I"'�89�"UŠt\$)02A&'? ����-'>��3w%(!�#&+-��I"'�!�'�$.0�02A&'?�F02+2�102'�,��)%(�p02�‰+-'��&6& �'

02A&'?$76&!KJS'�+���3w02+2��$&�2�� T02%(�"$&�p02A��10W�2�102%(�F3•���R+-6&8('�› � ��šZ}[V�šZ})��$&�HV�šZ}O6&$.02%(8u02A&'?+-6&8('�› ��%(!�#&+-��I"'_Q

!�'�$.0]8('TI"'�8—%(�>JS'�8(��� �"$&'�U �Z$& �'‰02A&'‰I���8(6&'���3
� %(�>�&'T02'�+-!�%($&'��•X�02A&'�$&'_^�0K�F02'�#G%(�?02�E�-'�8('� T0K��$

%902'�! 34+-�"! 02A&'‰+-6&8('�› �>V�šZ}E34�"+Z�WA&%( BAM02�H��8902'�+�� ��3p%902�ZI���8(6&'���UKt–3Š02A&'‰�&�"!O��%($P��3Š02A&'‰�-'�8('� T02'��

%902'�!@%(�?J&%($���+F�"X•02A&'�$�� ��3Š%902�ZI���8(6&'��>��+-'R+-'�#&8r�� �'��M�W%902AM/�'�+-�"� )w��02A&'�+F�W%(�-'�X�� ��3p%902�ZI���8(6&'��>��+-'

+-'�#&8r�� �'��‘�W%902A¢�&	&�1��U—Ž��"+K'_^&��!�#&8('�X—%93
� %(�]02'�$C��$&�‘02A&'
�-'�8('� T02'��Ÿ 4%902'�!HX�I���8(6&'�¡L#���%(+K%(�H 4t

Å

X

›

Å

|�d[›g¡_X�02A&'�$E02'�$E+2��$&�&�"!‹�� � �6&+-+-'�$& �'��Z��3�›

Å

|�d[›YJS'�8(�"$&,"%($&,R02�O%902'�! t

Å

��+-'L+-'�#&8r�� �'��H�W%902AP�&	&�1��U

n�A&'�02+2��$&�2�� T02%(�"$&�L02A��10‰��+-'���8902'�+-'��‘!K6&�F0K$&��0R�"$&89�<%($& �8(6&�&'�02A&'��-'�8('� T02'��¢V�šZ}G%902'�! J&6[0R!K6&�F0

��8(�-�‰�2�102%(�F3•�O02A&'>+-6&8('�› �W8(�","%( ���8S ��"$’ž-6&$& T02%(�"$*��šZ}[V�šZ}SU

n�A&'L���[I���$.0B��,"'?��3�02A&'?�-'� ��"$&�P��#&#&+-�.�� BA
%(��02A��10�%90�!O�’^[%(!�%(/�'��p02A&'>��!��"6&$.0���3a��I���%(8r��J&8('����10B�[X

��8902A&�"6&,"A�%90>�&��'��>$&��0>'�$&�-6&+-'‰02A&'‰%($.02'�,"+-%90\�E��3Š02A&'‰���10B�[URt\$<,"'�$&'�+2��8mX•02A&'‰!����&%9s� ��102%(�"$E��3p%902'�!

I���8(6&'��>�W%(8(8Š��8902'�+?02A&'O�&%(�- ���I"'�+F�G��3 0"$&�"$�Q\�-'�$&�-%902%9I"' 0����-�-�� �%r�102%(�"$M+-6&8('���UEš����p'TI"'�+�X�%90]%(�L#S�"�-�-%(J&8('

02���&'T02'�+-!�%($&'?02A&'L%(!�#��� T0�02A��10�02A&'L!����&%9s� ��102%(�"$)��3���$H%902'�!H› ��I���8(6&'��WA������"$P�‰+-6&8('�› �W!�'����-6&+-'��

�-6&#&#S�"+F0>��$&�P ��"$[s��&'�$& �'�U]}�#S'� �%9s� ���8(89�"XY34�"+Z�O,"%9I"'�$�+-6&8('Lœ�� • �&%(�- ���I"'�+-'��M34+-�"! 02A&'K�2��$&%902%(/�'��

���10B�K02A&'�+-'L��+-'?34�"6&+�#S�"�-�-%(J&8('? ����-'��W02�‰ ��"$&�-%(�&'�+���$&�
02A&'T�
��+-'>�"6[028(%($&'��)%($HŽz%(,"6&+-'_Q•k[U

“����-'_Q\tZ���&�&+-'��-�-'��L02A&'��-%9026��102%(�"$�%($��WA&%( BAG���10B�
%($.02'�,"+-%90\�P%(�?!O��%($.0B��%($&'��•URt\$<#���+F02%( �6&8r��+�X•%93Šœ

� •  ��"$.0B��%($&�?$&�)%902'�!��`�WA&�"�-'RI���8(6&'��ZA���I"'‰JS'�'�$M!����&%9s�'��•Xu02A&'�$�œ	� •Œ�W%(8(8wA���I"'R02A&'R�2��!�'

!�'����-6&+-'��M8('TI"'�8���3Š�-6&#&#S�"+F0]��$&�M ��"$[s��&'�$& �'O���Z�W%902A�+-'��-#S'� T0>02�)02A&'R6&$&�2��$&%902%(/�'��M���10B�[UR“����-'_Q\t-t

���&�&+-'��-�-'���02A&'`�-%9026��102%(�"$�%($��WA&%( BA�%902'�!��—�WA&�"�-'�I���8(6&'��pA���I"'ZJS'�'�$�!����&%9s�'�����+-'�%($& �8(6&�&'������p#���+F0

��3•02A&'`+-6&8('�› �p8('T3•0FQ\A���$&�O�-%(�&'�Uan�A&'Z�F��!KJS�"8
	

 ������K¡��&'�$&��02'��p02A&'`$76&!KJS'�+p��3•02+2��$&�2�� T02%(�"$&�p%($�02A&'



// Number of items to modify
N = #(LHSRHS) � (threshold_support * num_transactions) + 1

Randomly select N transactions from the database that satisfy
the expression (LHSRHS)
For each selected transaction

   select a RHS item and alter its value

Support:

// Number of items to modify
N = (#(LHSRHS) � (threshold_confidence * #(LHS)) + 1
Randomly select N transactions from the database that satisfy
the expression (LHSRHS)
For each selected transaction
   select a RHS item and alter its value

Confidence
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// Number of items to modify
LHSRHS_temp = #(LHSRHS)

RHS_temp = #(RHS)
done = false

while ((!done) & (LHSRHS_temp > 0)) 

   diff = (LHSRHS_temp * num_transactions) � (#(LHS) * RHS_temp)
   if (diff > 0)   

      LHSRHS_temp = LHSRHS_temp � 1
      RHS_temp = RHS_temp � 1

   else
      done = true

N = #LHSRHS � LHSRHS_temp

Randomly select N transactions from the database that satisfy
the expression (LHSRHS)

For each selected transaction
   select a RHS item and alter its value

Improvement
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CASE�I:

     Support: data integrity maintained

CASE�II:

     Confidence: [(#(X & Y) / (#(X)+P_MAX(X)))*100, ((#(X & Y)+P_MAX(X))/(#(X)+P_MAX(X)))*100]

CASE�III:

     Support: [(#(X & Y)/num_transactions)*100, ((#(X & Y)+P_MAX(Y))/num_transactions)*100]   
     Confidence: [(#(X & Y)/#(X))*100, ((#(X & Y)+P_MAX(Y))/#(X))*100]

CASE�IV:

     Support: [(#(X & Y)/num_transactions)*100, ((#(X & Y)+P_MAX(X,Y))/num_transactions)*100]

     Support: [(#(X & Y) / num_transactions)*100, ((#(X & Y)+P_MAX(X))/num_transactions)*100]

Confidence: data integrity maintained

     Confidence: [(#(X & Y)/(#(X)+P_MAX(X)))*100, ((#(X & Y)+P_MAX(X,Y))/#(X))*100]
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TYPE�5: CUST_ID > AIDS                     C: 0.5 S: 1.0
TYPE�5: CUST_ID > DEPRESSION     C: 0.5 S:1.0
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CUST_ID = '001' �> ST_JOHNS_WORT = 1 AND KAVA = 1
CUST_ID = '005' �> ST_JOHNS_WORT = 1 AND KAVA = 1
CUST_ID = '016' �> ST_JOHNS_WORT = 1 AND KAVA = 1
CUST_ID = '016' �:> KAVA = 1 AND GINKGO_BILOBA = 1
CUST_ID = '016' �> GINKGO_BILOBA = 1 AND THISTLE = 1
CUST_ID = '019' �> ST_JOHNS_WORT = 1 AND KAVA = 1
CUST_ID = '001' �> PLUE_COW = 1 AND BABCHI = 1
CUST_ID = '001' �> ST_JOHNS_WORT = 1 AND BABCHI = 1
CUST_ID = 014' �> PLUE_COW = 1 AND MAITKE = 1
CUST_ID = '014' �> ST_JOHNS_WORT = 1 AND BABCHI = 1
CUST_ID = '015' �> BABCHI = 1 AND MAITKE = 1
CUST_ID = '022' �> ST_JOHNS_WORT = 1 AND BABCHI = 1
CUST_ID = '022' �> BABCHI = 1 AND MAITKE = 1
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